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Legal and Security Prevention Strategies against Digital Insecurity
Threats

Abstract:

The world is crowded with accurate and developed communication networks that
transfer and make function information and data from distant regions using
technologies that do not guarantee full , and through which these transferred or
stored data can be manipulated, which may cause serious damages to countries,
individuals and companies .Therefore, a broad-based international cooperation in

combating information crime, including cybercrime, is seen as being imperative.

A careful look at the legal systems placed in many countries to confront
information crimes, including crimes related to the Internet shows the absence of a
common agreement among countries on the models for the misuse of information
systems and internet that should be criminalized, for instance what is permissible

in one system may be criminalized and impermissible in another system.

This can be attributed to several reasons and factors such as different
environments, customs, traditions, religion and cultures from one society to

another, and thus to the different legislative policy adopted.

The spread of the Internet outside the borders of the country poses legal challenges
related to the sovereignty of states and the jurisdiction of their courts, which

extends only to their geographical areas.

But, since cybercrime is a new global phenomenon that extends beyond national
borders, combating it successfully requires a great coordination between domestic

laws, international treaties, as well as cooperation between different countries.

Therefore, the question remains whether the measures and procedures available to
control electronic systems and ensure the protection of users are sufficient to face

the threat of cybercrimes.

Keywords: technology, security, data, cybercrime, measures control.
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34 Le décryptement est ’action consistant a retrouver le texte en clair sans connaitre la clef de
déchiffrement .Confidentialité est historiquement le premier probléme posé a la cryptographie. 1l se
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cryptographiques a base de clefs : les algorithmes & clef .secréte ou algorithmes symétriques , et les
algorithmes a clef publique ou algorithmes asymétriques. Ghislaine. Labouret. Introduction a la
cryptographie. P 11.Hervé Schauer Consultants (HSC). 1999-2001 Hervé Schauer Consultants
www.hsc.fr. Voir aussi Emmanuel.Bresson .CRYPTOGRAPHIE. Laboratoire de cryptographie -
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Emmanuel.Bresson@sgdn.gouv.fr. Renaud Dumont. Cryptographie et Sécurité informatique
.Université de Liege. Faculté des Sciences Appliquées.. 2010.p91.

228 £ 2021 pld | pie pualudl dusl | G aloed) | Slalyilly Egomd] sl dudgud] dlend

IJRSP



http://www.crybtographie.com/
http://www.hsc.fr/

Olulswly Sgoudl fid ddgul) ek e godlud) susll - G el
International Journal of Research and Studies Publishing £ 2021 i :)luodl )l
ISSN: 2709-7064

EPIJRSP

L B 1) Al sl (i g STV ol il Lgadie (g Bopaal) Al ale da gn bl aay g
A sadl) Al i) Jiay il b el g A SV GIAll e Gl pail) IS axe (laual
Juee ) 2y 8 dals (AT ) Jila gy LBl Jast ) (5Sa 585 cga (e 0aY) il Y] G
A 5 ASIY Jailus olly Adaliall bl L sae 9 40 9 53SIV Jilas 1) 5 4 5 3SIY1 5 lall 5 443 5 yiSIY)

) s i e paill a8 oY) Ot ) Oiila e R8I (8 A sgda Cun (g
Gilaall anam s ) Jadiall Gaill salely e i) i Al 5 da seie Aals 8o 5 sk sl dasede s s
Ll g 5 Lo il calias ) a5l lana s Les o s Allsall 038 5 ¢ 5 jia 5 o sgda (aiS

B A il malia e adinall il g os e il il A ¢ il 3l Cua (e Ll
Leie L ge gl dala gl ddle milia () 5SS

A i Gl il A5 8 ) 8 OV il e uaadl (8 Gl g Bae lia-
toh LS Lol Lagd

sadall 8 Gulad) oY

Cisma sa s public-key alall ZUaall 33 (lalite 3 ga 5 Jiab jdlall 225001 38 )kl o
s (Y 45 Hhall 03¢y (Sayy ol Al addll ol ki b 64y cprivate-key pala Ui 5 dilsl
G Gaddll W1 A ) 5 jas ey o) aaaion Y Sy G adall Jil )l Ju g ) caladl lidall ellay
36 alall ~Liall 4l

Al e JS e 3 paiia (S5 9 (e LBELE o (s dagh aadioy g ySIY) 208 ) L) ]
S S a8 Y g ASaa g Al (Bl J) A 0555 O i L Gme pali a5 Aa al)
clibe sl oAl Al (o S 55 IR (g 4l (Say 5 S @il G G i Jim Jlaa)
A pala

g sl O (e (g S i sill (g 2SU lae 8 5 1 55 SV @ 5il) Anaa (g il D
Gllal 5Ll &5 28 5 g SISV gl S 1) Lo dand Qi 13ga s e ale Ui ) a1 ALl )
Ad) i) ladl ~litall Gyl (alad) ~Liall alasciuly Al )

39SV a3 sLasY pdnndy b Wbl 1 Lpas Lot eV e ks o le sn 1 ol ) Sl 8 cad) 2 sl -
L rses s plaag ~lal ) e gy,

slanl pr gl r eS8 s sead) sl 3 dspise 055 ol e dlele e Ble sa T gl kad) e - 9
Gtadly w3l il bl solsdl) sax 2015 aw i U3l 2380 04 - 15 (3, 056 s iS0Y) el B2l (3 )5y (395S0Y)
o SV
LY Bl e 3RSV slly UL a5 % d) s 3B Bt p i) e gl — 3
http://www.arabcin.net/modules.php?name=News&file=article&sid=948

IJRSP
229 £ 2021 pld | pie pualudl dusl | G aloed) | Slalyilly Egomd] sl dudgud] dlend -



http://www.arabcin.net/modules.php?name=News&file=article&sid=948
http://www.arabcin.net/modules.php?name=News&file=article&sid=948

Olulswly Sgoudl fid ddgul) ek e godlud) susll - G el
International Journal of Research and Studies Publishing £ 2021 i :)luodl )l
ISSN: 2709-7064

EPIJRSP

Oldia el QiR ga g IV ab gl il g g KU a gl G ABDal) jedai A Lae
sy O e A SV Al 51 e a1 a5l e i) (3 iny s i) Canlin 4alite dllay
i axe el gl ecayy AT Gadd B e Al e Gl Slad Lelul e sa Al )l
Al g ) 8oy pransy (A8 £) ja) bl ey A 38 5k ol (Jaaxdl) g 5 e g s Y AL
A i Lebiass (90 Al gliall 5 lld 8 ALK 4 puall panimy g A 5 5SIY) 5 il A

e iy @A aladl asly yddill ale )6 se g celale DG U8 e 1980 A i) (k) S8
Juall e IS oSl Cun Bl hY V) Be5jhe gy dasgie e Aaglaall (0 Jaad 3uhs il
claa ye s o ylal Al ) sl aae 4] Jus yall 5

ale JsY1 aalite alasiuly 4 oY) s 4y il el b 45 ySI clibd) e o Sy o
Aakald AV Gualitall Jlexinsl cdnlia (5 g daley ¥ (ald ~lide g8 U el (ulil) dalad Cag pma
STl 8 Lagiae 5 ol paY) @l (e gy 38 3l Cal LY A g (e ST e

t ) b i) ) el pala

@ ser (et ye WISy pald JAYN g ple aal s milial) (e 5 lia QS s (8 cdsall (3 5]
28y ol La (5 ySIV) algill 5535 Sy Vg sl () Al g 5m 5 oy il (8 dasa g (pza
sl dan gl 8y ol aliadly o g8 IS (Ghall palal) Flidal (o ) palall Flddl e s jhagdl 18 sl
ASAN A8Ua) Jia Lead 4y Jadinall 3l o))

o ST ity A8 5 A Al gal) Al 1 A58 a3 e Jomy il (SIS AT (35 -
Ay saal gl G Ao je gl of Cam e D ol CalSS dauall e il dlee o) G0 e e gl
Mg 55 a3 Lodie Lguadi g Allas 1) il 1) L (i Al (g il die (5 A1 5 a5l die Laslac)

O dle G e allali Rl diaia e il 5 g SSIVI @l i) o) Gllee ) (dglladll- 2
il Jie 480l e L lae sl ol ASH (g adsall 5o iy SV ad sl Gl (lanall
Lealasiind oy Lo 150l A3l Gy agadl (e K0 (3 jiiad 5 Alae cadlal 8 )5 il alaie ] 23 g
3 sall e 1S Gl O g sw el Glaa Aa 0 alsiy and A5 S cilad il (8 — &1l
3Baalladll 4 sladl)

DY) 9SOV wsl e a3 SONI 3)lnil) 2 glE Dbl ¢ gpe axly ol e yih =
http://www.opendirectorysite.info/e-commerce/04.htm
A7 2 1998 1y S (osWg 05y wlel) sbll el cidall fle alade (i) s Blaslall ¢ un J =38

IJRSP
230 £ 2021 pld | pie pualudl dusl | G aloed) | Slalyilly Egomd] sl dudgud] dlend -



http://www.opendirectorysite.info/e-commerce/04.htm
http://www.opendirectorysite.info/e-commerce/04.htm

Olulswly Sgoudl fid ddgul) ek e godlud) susll - G el
International Journal of Research and Studies Publishing £ 2021 i :)luodl )l
ISSN: 2709-7064

EPIJRSP

Al gAY Guilad) Ll

Dl Caym s 39 (sm sl dte ) ASY) ARl ity Jeal) Al udd AdS )
deasd) e o aa) e )E Y JSE ULl o Glagladdl o Jila ) 4 e lee 4y WDUaa)
el L) 5l Ssas () Lebigad OO (e i) JS8 Jhasiad ) 4ily ) seaie Gaus 2aas 4d e 4]
4o g (A0 (AN e Ul dlead A Al el b st 5l Lebed ol L jaa (e il
Jasad o b 5l el al s alatinly o jaiall 5 Lgie ol e glaall 4 o o aliall dlec ) 4y Clls
Yol gl s paladl B e Ll dpadll o Lo 1 Gy Hsey ) laslaall Gl des i
(A sgiall e Cagall 5 a8 Y15 jsa )l e daili g agd jedile ()Y ¢ o sl agd ) sk

O a8 Al glae (i i) iy ped ) (5 SV o gill Aadaiall A pal) () g8l 8 pdat S8
ol Algliie e Gl LE) b 5 gey Jlanind W) 1 piill) SVG J5Y) Jaadll (8 4d e Dl o sill
S Dsan Jleiad sl Sl U8 (e pgdll ALE e L) Sl W pai case el il slaall Laliaiiag
A2 A slaal) ) J g 1) Sy Yl )L

A sl s e 2 A bl dleal Ladiie 5 el Cianinl B4 LS -

4ndd ) clalgdd) ALY e Al

0588 lastae 3y 5a ol (oamb sl (goltie) add) LT A 4 n d8lay & dadd ) salel
ZUdl s ¢(Baledd) Jala) lill Gaalia 4 5a oAl eldl caila ) dalii a5 3algdl) ¢ nse s
.443:).;4:&}\ 4.@;” a.uﬁj ui..ﬂ\ u;u um‘ ‘;A‘}AIJ‘

Dolay eS8 3ol Bigl Sl A (N Slagadl (3 3 SIY) wdllly Sladl S 1Y) iyl —
23 22001 ¢ saal
180 o casislly ,oall Bmaldt 15 :a,aSCa¥l iy sSONI aggrdd gt e ot = 40

60 o il gl s 13l (i g iV 3y lmal) AL Blak) ¢ pgiis sin — 4

o T A — il SeeaSly O8N Ege — Oglally Ba il o IRV 3 lashall el opals ) de fele) <2
968 o el A1 i Yly praly S9N e (sl plor ) s e cpsS g i it 5.976

b Ea bl L L JUBY Jerll 095 ashbl dbs el enat Aileglall SIS (] iy Ll 251 amilSay wk -
G S o bW SE el W 3 8 SgneSd) Blanl 3 SISty A, e I3 e JULYI 05kl S Oy L
Ladn b 5205 22002 cayaSKah ¢l S 1 (el SV (gl o el e il i g (ALY plasnad
63 2007 aab coVLaid Lol sV caald Oall et oW1 s s i pad) olo iy ) g =4

IJRSP
231 £ 2021 pld | pie pualudl dusl | G aloed) | Slalyilly Egomd] sl dudgud] dlend -




Olwlyully Sgod] it ddgudl dlxt) e ool susl - G ol
International Journal of Research and Studies Publishing £ 2021 i :)luodl )l
ISSN: 2709-7064

ZGPIJRSP

Galia ()sic 5 aul GaaB g SV ) Gl e Y andis clile & 4l ) cilalgills
aisll o oyl oy A e Mg Aadgll 8 addisal) i) #Uha e jeadl) G 5 ol
plai (8 salall (3 aadiiny dladl) 4,80 aul ) ABLaYL, adsdla e SN g Y
(SSL)*

Jds8signs «(S-HTTP) HTTP (Bsill aill Ji ¥ 55 05 SSL Ay puliall dika
el Ay yé 0 e dery 05 JS 535 98 SSL Secure Sockets Laye 4aY¥) (uiliall 4
ciaidl O s jlaialy Gasy leg casall 8 2l Slea s bl Gu 5 jdall clib) Jis Joa
(SSL 33l Juny cuniud AN Slea M SSL JsS5i5 0 P e Al Jla)l oy
Gaailly miuaiall o g8 af (g « (Public Key)ad sall alall #Uidall Lol sisa 8 (euti Certificate)
bl S 35 A (pe L) 23A (e

43 (s ge ik (e Al Balell) 0S5 ) L

Dhaal m ) eosok cl) YA e dllyy JMall Gl 8 Ll grde Glpw e 83 2
Leleriil g ) 5 3algidl

8 sally ddasi ya Balgil) O (e ST ALAd) 3 a8 sall asd 5 Balgudl) (8 &8sl ansd G A3 EdI 3
Ade dadd

(Symmetric Key _siill Jlsde Uk L&) o Jary 83l o Goaill aayg

plaaiily sl Jlea A mieaiall (e JEs Al Gl piss ey s smEncryption)

o Ll b3g) Gyl e panimy Laa(TCP/IP) i i) JsS 55 55 Jue YU aSaill J oS 5i5 5
iy adgall o8y Callaall Aled g cJiinall g Juoyall (5 m Lhie) S8 22 (S Db s AT ea T J
& « (Private Key)4id adsaly (ald #Uke aladinly iy mivaill (o 43l 52 5l Allu )l 5 dud
JuaiV) A8l ) gl o lidall andig

4 _Fritze Grupe — Stephen G. Kerr — William Kuechler and Nilesh Patel, “Understanding Digital

Signatures, The CPA Journal, June 2003.

46 SSL (Secure Sockets Layer)

SSL est un protocole de sécurité permettant I’encryptage de messages, 1’authentification d’un serveur,
le maintient de I’intégrit¢é d’un message, et optionnellement, 1’authentification d’un client dans une
connexion tep/ip.

TLS (Transport Layer Security) est le successeur de SSL basé sur ce dernier.

SSL est intégré dans Netscape, Internet Explorer, et la plupart des applications serveur web. Développé
initialement par Netscape, SSL a tout de méme bénéficié¢ du support de Microsoft et d’autres éditeurs
de logiciels Internet Clients/Serveur ; ainsi, il est devenu un standard, jusqu’a I’apparition de TLS. Le
mot « Socket » fait référence a la transmission de données par cette méthode entre un client et un
serveur sur un réseau, ou aussi entre 2 couches sur un méme terminal. SSL utilise le systéme
d’encryptage de clés public/privé de I’algorithme de cryptage RSA qui inclut aussi ’utilisation d’un
certificat.
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