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Security Aspects of Cloud Computing (Literature Review Article Period 2021-2024)

Abstract:

This study aims to identify the most prominent security aspects related to cloud computing security
by reviewing the key threats and vulnerabilities that pose risks to data security, integrity, and
confidentiality, as well as the methods and mechanisms of protection to mitigate these risks. It also
introduces the concept of security as it relates to data, information, and knowledge, in addition to
defining cloud computing technologies and services and highlighting the main research domains
associated with them. Finally, the study reviews the most important peer-reviewed and published
scientific studies on this topic, based on the Systematic Literature Review (SLR) methodology.
The study reached several conclusions, most notably that incident response and recovery are
among the most critical security aspects of cloud computing. Timely incident response represents
one of the fundamental components of cloud security. The study also emphasizes the necessity of
raising user awareness regarding data security in cloud environments, as numerous studies indicate
that most risks and threats result from improper handling of cloud-based data by users.

In light of these findings, the researcher recommends adopting a cloud risk assessment
methodology prior to deployment, establishing policies and strategies for rapid incident response
and remediation, and selecting cloud service providers based on reliable and verifiable criteria,
with a focus on transparency, compliance, and the provider’s security track record, as well as on
compliance certifications and clear service level agreements (SLAs). The study further
recommends strengthening and standardizing access control and identity management policies,
adopting multi-factor authentication particularly for administrative accounts and continuously
enhancing security awareness through ongoing training for staff and users.

Keywords: Cloud computing, security aspects, data, information, knowledge
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