Olwlylly Sgondl it ddgull dlxt 78 Jlwoyl - 7 alobl

EFTJRSP i i ishi
~ ] International Journal of Research and Studies Publishing ¢ 2026 o 20 48 gt

ISSN: 2709-7064

(e &) Tyl gual) g (g gral) AU dllae) 43 g S i laall el (31 53Y) day 2
The crime of financial hacking targeting electronic banks

(Addressing it within the Saudi legal system and Sharia regulations)

2aaal) aad) ) G Al A /) giSal) alas )
203 gl A yal) ASLaall i 5 IV Ao gmndl dimalall ey plail) a5l 5 o glall SIS ¢ AN anid caeLisa S

Email; a.almuammar@seu.edu.sa

1padld)

SIS 5 e g smaall alaill Aallas 48 5 A 5 SSIY) Cojlaall Ll GI_SAY) Gy a daale e Copetl) ) il all oda cina
i) GLIas U il i 5 Bgie diald) adie) gl 13a (gl y iWlaty) alai g Ale slaall o) s dailSa HUail Tai
A ) Y el g ¢ gl gl Lgaiiat Cadda y dlall uld alid) Canlia gy i yall amlad) sy Al )
It 3 38y A5 ySIY) 3l jal) dga se (8 sl 2 seall Gl jaiad ) ABLaYL (lgindlSal doadiuall dpay il S
Caalae A3 5 (sgai Cine (] dapuliy ¢ ua sall

&8l sall b A g SV ARlai) ) 4z el e S sl () i A g €SIV il L) (3 58 o ) Al Jall Caals
Jsanll Cargs duanadio (5l il sl o aladiul @lly Ly i s sl Gl cilibun 51 i peaall cililoal) i i <Y
Sl e Jysail) Uil elld Jadyy (AT A g piia e Adadil ol Jliia) clilee 3 LedDlaial 5 4 pull oDeal) Gl e
IS i) & pedal g Al e shaall 48 jus 5l A g pde e A8yl I sal e Jgeanll G jan AT N les (e J15e30
S sl 5 J1sa¥) o o Dia¥) Chags Sy Ladie Las Y ¢35V 5 4a el gt Jsaa sl 0 5l (g2 5mndl 058
ALl Gl R ey ja JEEE A JledY) e sl (g gl 3 380 U (Gaadat (S el 5 LY iy 5 o giall <y
Ac g pdall ye Al 3l el elly 8 Lay ¢ 5 STy & sall

Lginnh Y 13 332 of Camy g 1a5 day jall oda alath ceal g5 Jald 350 jUal 2sm 55 55 i e Gl all ] LS
edld ) AlaYl Alie Gl e e airs (galall b jeaie JRE Al JuadY) 23a)y s jualie (i o g s A i)
Al all Ll 8 sdl pandll 5 iidil) 5 Ailadl) diaDlall 5 i) aSad Aas 40 ja) ) @ aa s draal e Al ol S|
ahali 5y e o guall bl LS Al AL dialal) Zaglally A o) gE ) glaill A0 gal Sl e 5 Y)Y
A all e 80 g il gy alaty Lad () 3lal) &3] 5 il g (o i) e A g asal) il 5 o)) cilaliaia)

fae ) Jay) guall ¢ g3 gmadd) sl e ST G jlaall ¢ JLall 315y - dsalidal) cilalsl)

ITRSP

57 £2026 Sal | Gl 5 Al Jlana¥) | o) dlanall | sl pall g & gagll il A8 gal) Alall



mailto:a.almuammar@seu.edu.sa

£ Olwlylly Sgondl it ddgull dlxt 78 Jlaeyl - 7 Aok

CEATJRSP - - ishi
~ ] International Journal of Research and Studies Publishing ¢ 2026 o 20 48 gt

ISSN: 2709-7064

The crime of financial hacking targeting electronic banks (Addressing it within the
Saudi legal system and Sharia regulations)
Dr. Abdullah bin Ibrahim Al-Muammar
Assistant Professor, Department of Law, College of Science and Theoretical Studies, Saudi

Electronic University, Saudi Arabia
Abstract:

This study aimed to identify the nature of the financial hacking crime targeting electronic banks and
how the Saudi system addresses it, in accordance with the Anti-Cybercrime Law and the
Telecommunications Law. To achieve this objective, the researcher adopted a descriptive, inductive,
and analytical approach. The study explored the conceptual framework of the crime, clarified its related
concepts, identified its jurisprudential and legal classification, and analyzed the legal mechanisms and
statutory provisions used to combat it, in addition to reviewing international efforts in confronting
cybercrime. The study was divided into a preliminary section and three main sections. The study
concluded that financial hacking of electronic banks refers to unauthorized access to electronic
systems, websites, bank accounts, or credit accounts by any means, including the use of specialized
hacking software, in order to obtain confidential customer data and exploit it in fraud or other unlawful
activities. It also includes the illegal transfer of funds from one account to another for the purpose of
unlawfully obtaining money or stealing financial information. The findings further showed that Saudi
law criminalizes unauthorized access and hacking, especially when committed to seize funds or gain
access to banking and credit card data. Therefore, the current Saudi legal framework can be applied to
conduct constituting the crime of financial hacking of electronic banks, including illegal fund
transfers. The study also stressed the need for a comprehensive and explicit legal framework
specifically regulating this crime. Such regulation should clearly define its legal nature, identify its
constituent elements, determine the acts forming its material element, and prescribe appropriate
penalties. In addition, the study emphasized the importance of developing modern procedural rules
governing investigation, prosecution, inspection, and technical examination in cybercrime cases, in
order to keep pace with technological developments and the special nature of digital evidence. It also
highlighted the need to regulate the competence of the individuals and authorities responsible for

arrest, investigation, and enforcement in relation to this emerging form of crime.
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